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Internal Control Memorandum


INTERNAL CONTROL MEMORANDUM

1 The internal control system

The internal control is the organization of processes, procedures and controls implemented by the management to obtain an insurance of the risk command. The objective is to monitor, to detect and to prevent the risks.

In Chamroeun Program, the internal control system measures the exposition to the followings groups of risks:

· Institutional risk: on the social mission, on the commercial mission, risk of dependence

· Operational risk: credit risk, fraud, security of assets

· Financial risk: on the balance sheet, ineffectiveness, system integrity

· External risk: regulation, competition, demography, physic environment, macroeconomics

The organization of the internal control system leans on:

· Efficiency of internal performance

· Reliability of the information

· Internal policies compliance

The whole employees of the Program contribute to this system. Each manager has to proceed to the controls for his level.

The internal control system is based on 2 types of controls:

· The 1st  and 2nds  level controls

· The 1st level is exercised by each employee on the operations he covers, in accordance with the controls defined in the procedures. 

· The 2nd level is exercised by the hierarchy. The manager has to control the work done by the staff of which he is responsible.

· The periodic controls

· The 3rd level is exercised by the internal audit

The internal control system has to be flexible according to the organization increase. The controls should always keep efficiency. So the procedures are to be modified in such case of evolution. 

Internal control system chart flow
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2 The 1st and 2nd level controls

The 1st level of controls is exercised by each staff: The control consists on the good follow up of the procedure on the task he is in charge.  

The 2nd level of controls is exercised by the direct hierarchy: the managers (Branch Manager or Operational Manager) have to control the work done by the staff (Branch Officer or Branch Manager).

2.1 Definition

Theses controls are based on the following approach including 5 components:

· Risks assessment

This assessment needs an analysis and risk measure, regularly updated, considering the controls and procedures.

· Procedures

The procedures to apply, which include the controls, have to be formalized in a referential. These procedures are the base of the internal control. 

The procedures must fit accurately with the activity. They have to be reachable and to be communicated and explained. They should be regularly updated by the management. 

· Controls

The frequency, the intensity and the organization of the controls depend on the risk level. The controls must be formalized in the procedures. They should be followed and assessed. 

Each staff has to apply the defined procedures. 

· Reporting

The reporting system has to provide to the management a good visibility on risks, controls, procedures and corrective actions.

· Monitoring

The reported results have to be well considered to take decisions on system evolution. 

2.2 Actors and their mission

· The Branch Officer
· To apply efficiently the procedures on the task of which he is in charge. 

· Follows up the instructions from the Branch Manager 

· The Branch Manager
· To make sure of the good implementation of the defined procedures by controlling the BO’s works 

· To ensure continuous training of the staff

· During the audits, has to the correspondent of the internal auditor 

· Follows up the recommendations proposed by the internal auditor

· The Operational manager
· To ensure the organization of the methods for the 2nd level controls

· To be the correspondent of the internal audit to prepare the internal control Report

· To be the person with who the internal auditor can liaises

· Follows up of the recommendation by the external auditors

3 Periodic controls

The 3rd level of controls is carried out periodically by the internal auditor if the organization. The internal auditor has to assess the quality of the internal control system. 

3.1 Definition of internal audit

Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization to accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.

Those implicated in the performed audits are the person or group directly involved with the process (Branch staffs, Operation Manager), the internal auditor, and the Direction.

The internal auditor is hierarchically linked to the director. 
The purpose, authority, and responsibility of the internal audit activity is presently defined but has to be approved by the Program Director. 

The organization management has to give access to the internal auditor to every documents linked to the organization and to get him/her in contact with appropriate staff who will be able to answer his/her questions. 

The Internal Auditor could also receive other consulting missions requested by the Direction and based on the engagement's potential to improve management of risks, add value, and improve the organization's operations.

3.2 Actors and their mission

· The Internal auditor
· To assess the quality and the efficiency of the internal control system

· To check the implementation of procedures and instructions by testing the 1st and 2nd level of controls

· To suggest improvements and follows up his/her own recommendations made to the 

· To guarantee information of hierarchy by reporting on significant points of the internal control. 

4 The components of the internal controls system

4.1 Audit plan

The audit plan is proposed and updated by the internal audit to the Direction twice a year.

It is based on a preventive approach of the risks. It defines the audit priorities linked with the Program objectives: the risks should be assessed once a year based on the risk assessment Matrix. The plan defines all activities and processes to be covered and the frequency. 

In case of specific missions requested by the Direction, these missions will be included in the Audit Plan.

Each mission has to be defined by Terms of Reference on the role and Work Program of Internal Audit. The Work Program is designed and formalized including the objectives, the significant risks, and the improvement possibilities. 

4.2 Risk assessment matrix

The risk assessment Matrix enables to define the risk exposition of the program according to the risk category and the activity. 

The objective of the Risk Assessment Matrix is:

· To identify and classify the risks

· To check if controls exist

· To ensure implementation of controls

4.3 Procedures

The operational procedures are all written except the one on micro insurance. 

The procedures are a base to help on current controls realization. They have to be simple and clear to permit to be reachable by every one. At last, the management should be ensure the procedures are understood by all the staff. 

4.4 Controls points

They are the ways to implement the 2nd level controls. They are based on a clear identification of the risks on each activity. 

The 1st level controls are laid on the operational employee: he has to make sure of the good follow up of the processes linked to his mission. 

The 2nd level controls are laid on the managers which have to make the controls and to lean on them for their management.

4.5 The human resources management

The good management of the human resources is very important in the risks management. Each staff in the organization has a role in this management. Each staff should understand the nature of the activities of the organization and its value. A microfinance organization can minimize the operational risks if the staff is trained and well motivated. Efficient human resources policies should be created like: recruitment, training, remuneration, evaluation and dismissal. 

· A microfinance organization should create transparent and solid policies for the recruitment of its staff. The time and the internal staff should be invested to ensure to find an efficient staff. 

· Training, more than tasks learning, should be oriented to the honesty culture. It should make understand to the staff that the organization does not tolerate the fraud. 

· The organization must make some periodic benchmarks to ensure the salaries are convenient and develop a salary structure. If some staffs consider their salaries too cheap, they could more easily to be tended by fraud. 

· An other factor of motivation is the responsibilities and the gratitude of their work. A formal process of evaluation of performance offers communication between employer and employees. 

· One other control is the knowledge by the employees that a non-performed work can have negative conclusions like dismissals. 

4.6 The MIS

The MIS is a vital component of the risks management. More than the installments, the MIS management includes the decision on the reports: they should be pertinent, accurate, good designed, could be checked any time.
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